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1. Microsoft Windows Computer Installation Steps
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'Internet Options

General | 530—'%&" [ Privacy || content 1 Connections

Select a zone to view or change security settings.

mgﬂ QY v 0O

Local intranet  Trusted sites Restricted

sites
Internet —
q This zone is for Internet websites, =
except those listed in trusted and
restricted zones.
Security level for this zone
Allowed levels for this zone; Medium to High
| JI5 Medium-high
S B - Appropriate for most websites
| = - Prompts before downloading potentially unsafe
content

- Unsigned ActiveX controls will not be downloaded

| Custom level... Diefz

[ Reset all zones to default level ]

[ OK ] [ Cancel

‘Internet Options

General | Security i‘Privaq' || content It Connections -Prograrrls_ ;!\duance_d

Select 3 zone to view or change security settings.
@ €« v 0O
Internet Local intranet Tﬁmkt%ms Restricted
sites

s
4 This zone contains websites that you LES

i" trust not to damage your computer or
your files.

Security level for this zone

| Custom

Custom settings,

-To change the settings, dick Custom level.

-To use the recommended settings, dick Default level.

| [ Custom level.., ][ Default level ]

[ Reset all zones to default level ]

[ QK ] [ Cancel
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‘Internet Options

Select 2 zone to view or change security settings.

‘ ) v "" r 4 #
1 v
Internet Local intranet  Trusted sites Restricted
sites
Trusted stes
I‘f” This zone contains websites that you k—
v trust not to damage your computer or

your files,
You have websites in this zone,

Security level for this zone

| Custom
| Custom settings.
-To change the settings, dick Custom level.
| -To use the recommended settings, dick Default level.

[ Custom level... ][ Default level J

[ Reset all zones to default level ]

) ) @AAB )"
@ + ™ CF

Trusted sites

You can add and remove websites from this zone. All websites in
i" this zone will use the zone's security settings.

Add this website to the zone:

Websites:
https:/f= connect.cps.edu

Require server verification (https:) for all sites in this zone

Close
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@ This site might require the Followir

Trestall Ackivel Controf, .. I you see a yellow bar at top of the
& Wihat's the Risk? k page, click it and select "install
ActiveX Control®.
Infcorreation Bar Help
:_] :— e e " Fyou get the following dialog
(s == 5—i—n| asking you to verify ActiveX Control
: - -. _' = installation, select "install”.
Having troulxle? If you don't see ayellow bar or you are having
] problems installing the ActiveX Control yvou may tny an alternatnre -
click to run Sun Java applet.
- ) C

;) E

Having trouble’? If you dont see a yellow bar or you are having

problems installing the ActiveX Control you may try an alternative -
click to run Sun Java applet.

P
Step 4 — Allow the security scan to store results for futu

re use.
When prompted with the popup below.
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Warning - Security

!

The application's digital signature has been verified.

«
Do you want to run the application? | =" |
Mame: Check Paoint Deployment Agent
Publisher: Check Point Software Technologies Led., %
Fronm: https: [ iportal dev. connect.cps.edu

Always brusk conkent From this publisher

[ Run ][ Cancel

? The digital signature has been validated by a trusted source, More Infarmation,..

Select the empty square to have the “Check” inserted next to “Always trust content from this publisher

Then select “Run” to continue.

When this graphic below appears the security scan has been initiated.

The site you are entering requires your computer to be checked by Checlk Point
Endpoint Security On Demand.

Flease wait. Do not close the window or browse to another page during the
download and scan.

Scanning for security threats.

Step 5 — Proceed with Step 5 only if directed here from S tep 2. Otherwise skip to Step 6.

You will be prompted to install the ActiveX version of the security scanner.

1" # $ %&%&!
€2



its

Click. It's there.

Iniernet Explorer - Security Warning @

Do you want to install this software?

E—r Mame: Check Poink Deplovment Agent

L Publisher: Check Point Software Technologies Ltd.

A E]Mnre options Install ] [ Don't Install

While files From the Internet can be useful, this file type can pokentially harm
wolr compiiter, Only inskall software from publishers wou trust, What'’s the risks

Step 6 -- Scan Results — Pass / Fall

Once the security scan has completed, you will be presented with the results of the scan.

In the event the security scan failed proceed to Step 6, if your machine passed the scan proceed to Step 7.
Step 7 — Security Scan Failed

In the event the security scan failed you must resolve the issues presented on the screen. Otherwise you will be
unable to use the remote access solution.

The harmful software identified from the security scan includes hyperlinks that provide suggestions for removing
the offending piece of Malware.

ATTENTION: If your machine has failed the securit y scan please proceed with the
following steps based on the machine type:

If the machine is a CPS owned laptop or desktop.
If the security scan has failed on your CPS machine follow the instructions provided when the security

scan failed. If you continue to have difficulty resolving the issues identified on the security scan contact the
service desk at 773-553-EXCL.

If the machine is your personal laptop or desktop.
If the security scan has failed on your personal laptop follow the instructions provided when the
security scan failed. If you continue to have difficulty resolving the issues identified on the security scan.

Please locate a technical support resource to assist you in finding a solution.

Step 8 — Security Scan Passed, Ready to Login
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After your machine has successfully passed the security scan you will see the screen below:

-l p_ ¥
- __.--_'--—_-_ - -‘w_-
_H\"“\-.._

TERMS AND CONDITIONS
Only authorized remote users whao & standard Sign In
have valid business needs may
remotely access CPS Applications, User name; |
any other use and unauthorized
remote access are strictly prohibited. ;
CPS information accessed remotely Bassil
must be considered highly sensitive s, o .
and its confidentiality must be O Certificate Sign In
protected. All remote access
connections must cornply with CPS
security standards, Unauthorized
sharing of confidential information
violates federal and state law and
Board Rule 4-4(n}, and will subject Change Language To:
the winlator to discipline.
Q Check POI nt @ Copyright 2004-2002 Cheds Point Software Technologies Lid.

SOFTWARE TECHNOLOGIES LTOD.
Select and enter your network id and password.
1 ]
) standard Sign In
User name:
Password:
Sign In
Now click the button to login to the remote access solution.

Step 9 — Login Accepted — Launching SSL Network Extender

After logging in, the new SNX client will launch and will install the SSL Network Extender.
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3 388
M SO el SS| Network Extender

SOFTWARE TECHNOLOGIES LTD.

Connection Mode:
Status: Connecting...

Gateway IO

M Office Mode IP:

Duration: ( q

H! Remaining Time:

i

‘ilZI' Please wait while ‘Windows canfigures Check Paint SSL Netwark
la‘-‘ Extender Service

Time remai q: 0 seconds

( J

@ Copyright 2004-2008 Chedck Foint Sofhware Technologies Lid.

Simt

Fel IMPACT 4 =1 iShare Portal

Step 10 — Please click “Yes” to accept the Gateway Identif ication.

Check Point SSL. Network Extender 3

SOFTWARE TECHNCLOGIES LTD,

rou have reached S5L Metwork Extender gateway:

Gateway |dentification: | ".-Connect.cps.edu

Pleaze press '0K' to continug, or 'Cancel to cancel the action

Step 11 — Successful Login - You are now connected to the Remote Access solution and SSL Extender.

Upon successful login, the user will be presented with the screen below where they can click on the publish
applications or connect to your applications through the SSL Network Extender.
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Native Applications Seffings Favorites
Disconnect
You are connected and can now use your usual applications,
——
Fouered by Check Point $3L Network Extender
Web Credentials Favorites
Address
2.9, wew.example.com or https/fwuw.example. com
—— [E] CP& AtWork [E] Impact S5 E ODA
[E] Impact CIM [£] Impact Summer Sik [&] Qracle Applications
[E] Impact Gradehook [E] IMPACT Train (& Oracle Applications Dev
[ IMPACT QA [l iShare Portal [ Transporation Portal
[E] Impact Repods = [%nnns
& Impact SiM [&] QCSPoral

SO daelil SS| Network Extender

SOFTWARE TECHROLOGIES LTD.

Connection Mode: Metwark mode
Status:  Connected
Gateweay D * connect.cps edu
Office Maode P 172171616
Duration: 0 Days 000343
Femaining Time: 0 Days 07:26:09

N IDiscnnnect |—

Connection Safe Applications

[Ewick Launch..]

@ Copyright 20042008 Check Point Sofbware Technologies Lid.

Congratulations , you have completed the installation and sign in process for the new
Remote Access Solution.

If you experience issues with your installation please refer to the Remote Access Support
Website (http://vpn.cps.k12.i.us) or contact the CPS Help Desk at 773-553-EXCL.
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2. Apple Macintosh Computer Installation Steps

Step 1: Open your Safari Web Browser and visit  http://connect.cps.edu

Step 2: You will be prompted to Trust the scanner applet. Click Show Certificate.

https: /[ portal.connect.cps.edu

This applet was signed by "Check Point Software Technologies
Ltd.,” and authenticated by "VeriSign, Inc.". Do you trust this

e certificate?
&

Click Trust to run this applet and alfow it unrestricted access o your

computer. Click Don't Trust to run this applet with standard Java
restrictions.

| | Show Certificate

Step 3: Check the box for “Always trust these certificates "
connection. Click Trust.

| Don't Trust | L Trust )

S0 you are not prompted on your next
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Step 4: The security scanner will begin scanning your mac hine for harmful software.

Step 5: If no issues are found, you will be promptedtol  ogin. Enter your network id and password.
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Step 6: Once logged in, the home page will look similart o this.

Step 7: Depending on what you are authorized to access T  he SSL Network Extender will automatically
launch If needed.
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Step 8: In order to proceed you will need to list the Network Extender install. You will be prompted to
authenticate to approve the installation of the SSL Network Extender applet. If you have password protected
your Apple Macintosh computer you will need to enter your password to precede.
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Step 9: Once the Network Extender has installed, the applet will ask you to approve the identity of the SSL
Network Extender gateway. Please click Yes to proceed.

>

Step 10: Once connected, your Connection Mode should be “Network mode” and the Status should be
“Connected”.

D
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Step 11 — Successful Login - You are now connected to the Remote Access solution and SSL Extender
on your Apple Macintosh computer.

Upon successful login, the user will be presented with the screen below where they can click on the published
applications or connect to your applications through the SSL Network Extender.

Congratulations , you have completed the installation and sign in process for the new
Remote Access Solution.

If you experience issues with your installation please refer to the Remote Access Support
Website (http://vpn.cps.k12.il.us) or contact the CPS Help Desk at 773-553-EXCL.
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